FY'VE BEEN HACKED.
-JAMES COMEY, FBI DIRECTOR
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Here comes the 15t issue...

#1: PATHETIC
PASSWORDS

O THE MOST COMMON
CORPORATE PASSWORD
o IS Paseword! BECAUSE IT

s JUST BARELY MEETS THE

IN APPROXIMATELY 15% O

PHYSICAL SECURITY TESTS MINIMUM COMPLEXITY

PERFORMED AT CLIENT SITES REQUIREMENTS OF
WRITTEN PASSWORDS ACTIVE DIRECTORY FOR
s s vl o LENGTH, CAPITALIZATION

AROUND USER
WORKSTATIONS AND NUMERICAL FIGURES

10:00

#2: PEEPING
ROM

WORKERS SURVEYED THAT SAY THEY O
HAVE BEEN ABLE TO SNEAK A PEEK AT A 6
CO-WORKER'S OR STRANGER'S WORK

STATION IN THE WORKPLACE OR A
PUBLIC PLACE

ONE IN THREE WORKERS LEAVE

® O o
THEIR COMPUTERS LOGGED ON
TO NETWORK RESOURCES AND
UNLOCKED WHEN THEY ARE AWAY
FROM THEIR DESK

t 26.4% OF MALWARE |1S KEY LOGGER OR APPLICATION-

SPECIFIC — WHICH OFTEN REQUIRES DETAILED
KNOWLEDGE OF OR PHYSICAL ACCESS TO A TARGETED SYSTEM




#3: USB STICK UP

o/ OF USERS WHO FIND RANDOM
@ @ © USB STICKS IN A PARKING LOT WILL
A ‘ PLUG THEM INTO THEIR COMPUTERS

COMPANY

LOGO,

AND THAT

NUMBER INCREASES TO

— 0% OF USERS REPORT HAVING EXPERIENCED A
VIRUS INFECTION THROUGH A USB DEVICE

BITING

DAL 9/, OF IT SECURITY PROS SAY
DKL 6 9 © THEY COME ACROSS PHISHING
MESSAGES THAT GET PAST

@@EE SPAM FILTERS

Oy OF IT ORGANIZATIONS
/O HAVE TOP EXECUTIVES OR
2 ; PRIVILEGED USERS WHO
‘ HAVE FALLEN FOR MALICIOUS

EMAIL ATTACKS

USERS TRAINED IN AVOIDING PHISHING AND SCAM EMAILS FELL FOR
THESE MALICIOUS EMAILS #2% LESS THAN THOSE WITHOUT TRAINING

Attacks happen FAST and are HARD to stop

If an attacker sends an email ...23 people will open it... .11 people will open the ...and six will do it in the
to 100 people in your attachment... first hour.
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#5: RECKLESS
ABANDQON

F0O* [§89*

OF USERS OF PEOPLE
DO NOT WHO FIND LOST
PASSWORD CELL PHONES
PROTECT RUMMAGE
THEIR THROUGH THE
SMARTPHONES DIGITAL CONTENTS TO LOOK
AT SENSITIVE INFORMATION

#6: HOOKING UP WITH
ANOTHER MAN'S WI-FI

— BY 2015, THE NUMBER OF WIFI
6‘ HOTSPOT DEPLOYMENTS WILL

INCREASE BY 3 so% :

15

18%

ONLY 18 PERCENT OF USERS
USE A VPN TOOL WHEN
ACCESSING PUBLIC WI-FI

THE FBI RECENTLY RELEASED AN ALERT TO
TRAVELERS WARNING AGAINST AN UPTICK IN
MALWARE PASSED OFF AS SOFTWARE UPDATES
ON HOTEL INTERNET CONNECTIONS




Error
The super-cool video from your
digital penpal failed to load due
10 a video codec error. Click here
1o download virus...err, new video

codec.
‘ e

HECK, YES!

CO000

#7: ALITTLE
TOO SOCIAL

. 670/ OF YOUNG WORKERS THINK CORPORATE
© SOCIAL MEDIA POLICIES ARE OUTDATED

LAANAREL

T O% REGULARLY IGNORE IT POLICIES

5 2 O/ OF ENTERPRISES HAVE SEEN AN INCREASE OF MALWARE
(o)

INFECTIONS DUE TO EMPLOYEES' USE OF SOCIAL MEDIA




